
NOVEMBER 2020

NSI LAW AND POLICY PAPER

By Vincent J. Vitkowsky and Rachida Mecheri

RESPONDING 
TO CHINA 
AT THE 
UNITED NATIONS



Describes the energetic and persistent activities of China to promote its geopolitical 
objectives through the United Nations.

Summarizes China’s activities in the World Health Organization, the International 
Telecommunications Union, the United Nations Industrial Development Organization, 
and the Subsidiary Bodies addressing the Internet and cyberspace, as well as its 
pursuit of leadership positions in key UN Departments. 

Evaluates the impact of these efforts on control of pandemics, Internet freedom, the 
development of international law and norms in cyberspace, and the future trajectory 
of the developing world. 

Proposes actionable recommendations to counterbalance China’s activities, 
including remaining in and reforming the World Health Organization and renewing 
the focus on other specific UN Agencies, Subsidiary Bodies, and Departments.  
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Background 

	■ Leverage Through Funding.  China has been increasing its influence at the 
UN and is second only to the United States in terms of contributions to the 
UN regular budget on an assessed basis and in terms of contributions to 
peacekeeping operations.

	■ Leverage Through Chinese Nationals in Leadership Positions.  China has 
and seeks to have its nationals appointed to UN leadership positions in key 
UN Departments, Subsidiary Bodies, and Specialized Agencies. 

GROWING 
INFLUENCE IN THE 
UNITED NATIONS 

	■ The Battle for the Internet and Cyberspace.  China is active in several UN 
Subsidiary Bodies addressing the Internet, cyberspace, and the development 
of international governance standards.  

	■ Meeting the Challenge from the International Telecommunications Union.  
China is also very active in the International Telecommunications Union 
(ITU), an Agency which is seeking to expand its authority to include Internet 
governance, and has proposed new international surveillance standards to 
the body.

	■ The Contest for the Developing World.  China is active in the United Nations 
Industrial Development Organization (UNIDO), which has partnered with 
Chinese organizations and supported key Chinese initiatives in the developing 
world, including in Africa. 

	■ US Actions to Counter China at the UN.  The US has successfully countered 
China at the UN, including appointments to the World Intellectual Property 
Organization. 

ENGAGEMENT 
IN KEY UN 
SUBSIDIARY 
BODIES AND 
SPECIALIZED 
AGENCIES

EXECUTIVE
SUMMARY
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Key Issues At Stake

	■ Control of Pandemics and the WHO.  China’s influence over the WHO has been brought into sharp focus by 
the recent controversies related to the COVID-19 pandemic. The planned US withdrawal from the WHO will only 
further augment China’s influence. 

	■ Development of Information and Communication Technologies.  China seeks to use its role in the UN to 
support its restrictive views on Internet freedom and to develop international law and norms for information and 
communication technologies that protect its own cyber exploits. 

	■ The Future Trajectory of the Developing World.  China is increasing its influence in the developing world, 
particularly through its Belt and Road Initiative and through the use of a UN Agency.

	■ Chinese Control of the WHO.  The World Health Organization’s (WHO) response to the 
coronavirus pandemic demonstrates its inability to operate independently of China. 

	■ US Response to the WHO and Pandemic.  In light of its handling of the pandemic, 
both Congress and the White House have criticized the WHO, and President Trump 
notified the UN that the US will withdraw from the WHO effective July 6, 2021.

CHINA, THE 
WHO, AND 
PANDEMIC 
RESPONSE 

Authors’ Views

	■ Involvement in the UN System is Critically Important.  Broad and strategic involvement in the UN System is 
essential to promote US interests and counter Chinese overreach.

	■ The US Should Rescind its Decision to Disengage from the WHO.  Rather than withdraw from the WHO, the 
US should demand reform of the WHO’s processes and procedures, and replacement of its top management. 

	■ UNIDO’s Changing Role.  The nature of “Industrial Development” has changed since the US left the UNIDO in 
1996 and the Agency of once limited value now finds itself at the center of geopolitics. 



Actionable Recommendations

	■ The US should conduct a comprehensive review of the WHO, 
its treatment of COVID-19 issues, and its leadership.  The US 
should require reform and rescind its notice of intent to withdraw.

REMAIN IN 
THE WHO1

	■ The US must maintain active involvement in UN Subsidiary 
Bodies addressing the Internet and cyberspace and the US 
must monitor and oppose Chinese efforts to influence Internet 
and cyberspace governance.  

ENGAGE IN THE SUBSIDIARY 
BODIES ADDRESSING 
THE INTERNET AND 
CYBERSPACE 

2

	■ The US should prevent the International Telecommunications 
Union from encroaching on Internet governance and 
architecture or from adopting technical standards that would 
allow suppression of dissent. 

RESTRAIN THE AMBITIONS 
OF THE INTERNATIONAL 
TELECOMMUNICATIONS 
UNION 

3

	■ The US should review Chinese activities in the United Nations 
Industrial Development Organization and consider re-
engagement in that Agency.

CONSIDER RE-ENGAGMENT 
IN THE UNITED NATIONS 
INDUSTRIAL DEVELOPMENT 
ORGANIZATION  

4

	■ The US should scrutinize all candidates for leadership within 
the UN System and seek to correct leadership imbalances. 

ACTIVELY ENGAGE IN THE 
APPOINTMENT OF UN 
LEADERSHIP CANDIDATES 

5

	■ The US should engage like-minded allies, including the 
United Kingdom, Canada, Australia, New Zealand, France, and 
Germany, in a concerted effort to provide a counterbalance 
to Chinese activities.

SEEK SUPPORT 
FROM ALLIES6
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“IN ADDITION TO SEEKING TO 
DOMINATE THE COMMERCE OF 
CYBERSPACE, CHINA SEEKS 
TO CONDITION THE CYBER 
ENVIRONMENT TO SUPPORT 
ITS RESTRICTIVE VIEWS ON 
INTERNET FREEDOM … IT 
ALSO PROMOTES TECHNICAL 
STANDARDS THAT SUPPORT 
SUPPRESSION OF DISSENT.”
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BACKGROUND 

Growing Influence in the United Nations

	■ Leverage Through Funding.  The UN has two principal powers, the US and China.1  While US power and 
leadership has most often been apparent on the surface, China’s power has been more subtle and opaque and 
its growing role in the UN can be seen through its recent increased funding.

	{ For the two-year period beginning January 2020, China is behind only the US in financial contributions to 
the regular budget on an assessed basis.2   In recent years, taking into account both assessed and voluntary 
contributions, it has been the fifth largest overall contributor.3   

	{ With respect to peacekeeping operations, China is the second largest financial contributor, again following 
only the US.  In terms of actual forces, “blue helmets on the ground,” it has more deployed peacekeepers 
than the other four permanent members of the Security Council combined.4   

	■ Leveraging Chinese Nationals in Leadership Positions.  China has increasingly sought to have its nationals 
appointed to leadership positions in key UN Departments, Subsidiary Bodies, and Specialized Agencies. 

	{ There are 15 multilateral organizations referred to as Specialized Agencies which, although formally 
autonomous, work closely with the UN on a range of matters, and are considered to be part of the UN 
System.  Chinese nationals lead four of these: (1) the Food and Agriculture Organization; (2) the International 
Telecommunications Union (ITU); (3) the United Nations Industrial Development Organization (UNIDO); 
and (4) the International Civil Aviation Organization.  The next leading country is France, which leads two 
Specialized Agencies.  No other UN Member State leads more than one.5 

	{ China is also seeking to have its nationals appointed to positions of leadership in the Department of Political 
and Peacebuilding Affairs and the Department of Peace Operations.  Among other advantages, this would 
provide it with additional information concerning the military capabilities of other nations engaged in 
peacekeeping missions.   

“CHINA HAS INCREASINGLY 
SOUGHT TO HAVE ITS 
NATIONALS APPOINTED 
TO KEY UN LEADERSHIP 
POSITIONS.”



	■ The Battle for the Internet and Cyberspace.  China is involved in several UN Subsidiary Bodies addressing 
matters such as proposed international law and norms involving cyberspace, digital policy, and Internet 
governance and development. 

	{ The General Assembly convened a Group of Governmental Experts (GGE) with the aim of advancing 
responsible nation-state behavior in cyberspace in the context of international security.6  China and Russia 
are members, but its tone and direction have been largely set by the US, the UK, France, Germany, and 
Australia.  Its precise mandate is to address developments in international security matters.7  

	{ The General Assembly has also convened an Open-Ended Working Group (OEWG) on the initiative of 
Russia, China, and 29 other countries whose mandate is to develop the rules, norms and principles of 
behavior of States, and to study how international law applies to cyberspace.1\8  

•	 In the OEWG, China raised concerns about the use of sanctions and public attributions in response 
to cyberattacks, on the grounds they would lead to international instability.  That is, China is arguing 
that whatever impact its exploits might have, publicly identifying it as their source would lead to 
“instability.”9  

	{ The General Assembly also created the Open-Ended Ad Hoc Intergovernmental Committee of Experts 
(OECE) to conduct a comprehensive study of cybercrime, with a view toward developing a global treaty 
countering the use of information and communications technologies for criminal purposes.  The sponsors 
were Russia, China, and 44 other countries.10 

	{ In other international fora, China has objected to the structure of Internet governance and administration, 
much of which is conducted by the Internet Corporation for Assigned Names and Numbers (ICANN).  
ICANN is a private nonprofit multi-stakeholder entity based in Los Angeles.11  

	■ Meeting the Challenge from the International Telecommunications Union.  The ITU is a UN Specialized 
Agency led by a Chinese national.  ITU’s core mission is to facilitate international connectivity in communications 
networks by allocating radio spectrums and satellite orbits, and developing technical standards for networks.  
China and others have tried to widen ITU’s mandate to include regulation of the Internet. 

	{ Since October 2014, Houlin Zhao, a Chinese national, has been the Secretary-General of the ITU.12   

	{ Substantial blocs within the ITU are seeking to expand its authority to include regulation of the Internet.  

	� Chinese groups, including state-owned companies and China’s Ministry of Industry & Information 
Technology have proposed a New Standard for Network Technology base, called “New IP,” to the 
ITU which some believe gives governments control over the Internet.13 

	� The US had substantial success in preventing the ITU from attempting to explicitly include the Internet 
and cybersecurity within its ambit of responsibility, owing largely to its strong and persistent advocacy.14  

Engagement in Key UN Subsidiary Bodies 
and Specialized Agencies  

RESPONDING TO CHINA AT THE UNITED NATIONS 7
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	{ Chinese companies are also proposing new international standards to the ITU for facial recognition, 
video monitoring, and city and vehicle surveillance, which have raised consumer privacy and data privacy 
concerns.15  International standards are specifications aimed at creating universally consistent technology.  
If approved by the ITU, they are likely to be adopted as policy by developing countries.16  

	■ The Contest for the Developing World.  China is very active in UNIDO and UNIDO has supported important 
Chinese initiatives, including projects in China’s Belt and Road Initiative (BRI), which funds hundreds of 
billions of dollars on global infrastructure development, such as construction projects, telecommunications 
investments, and other influence-building initiatives in developing countries.17   

	{ UNIDO is a Specialized Agency whose objectives include: assisting developing countries in their institutional, 
scientific, and technological programs; researching development trends and disseminating information 
globally; acting as a forum for negotiations and discussions aimed at the industrialization of developing 
countries; and providing support to developing countries while they implement industrialization plans.18  

	{ Li Yong, a Chinese national, was elected the Director-General in 2013 and continues in that role today.  
Before then, Mr. Li served as China’s Vice-Minister of Finance.19  

	{ UNIDO has partnered with Chinese organizations and supported key Chinese initiatives.  For example, 
UNIDO co-convened the Industrial Energy Accelerator network in 2014 to “accelerate action across fuel 
economy, lighting, appliances, buildings and district energy systems.”20  The Industrial Energy Accelerator 
is now being used to “promote the integration of industrial energy efficiency and low-carbon technologies 
in China and along the Belt and Road Initiative.”21 

	{ China has also used UNIDO to promote its influence in Africa.  In December 2015, UNIDO signed 
agreements with the China Council for Promotion of International Trade and the China-Africa Development 
Fund to “promote inclusive and sustainable socio-economic and industrial development in Africa.”22  The 
organizations agreed to organize programs to “strengthen trade and economic cooperation between 
Chinese and foreign enterprises.”23  

	{ The United States withdrew from UNIDO in December 1996, citing a lack of purpose and inefficient use 
of funds.24     

	■ US Actions to Counter China at the UN.  The US has taken successful action to counter China, including its 
recent policy towards the World Intellectual Property Organization (WIPO). 

	{ WIPO is the Specialized Agency that is the global forum for intellectual property services, policy, information, 
and cooperation.25   

	{ China had strongly promoted one of its nationals for the position of Director-General for WIPO.

	{ China is well known for its consistent theft of intellectual property, especially through cyber exploits.26   
This led many to question its suitability as guardian of intellectual property.  

	{ With assistance from allies, the US conducted a full-court press in Geneva (WIPO’s headquarters) and in 
capitals around the world.27  In March 2020, it resulted in the election of the candidate the US favored, 
Darren Tang of Singapore, over the Chinese candidate.28  
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	■ Chinese Control of the WHO.  The World Health Organization’s (WHO) response in light of the recent COVID-19 
pandemic has demonstrated its reliance on China’s assessments in its own reporting and the effect of the WHO’s 
failure to exercise independent critical judgment independent of the Chinese government.  A wide range of 
authorities, including Dr. Anthony Fauci, Director of the US National Institute of Allergy and Infectious Diseases, 
have reported that misinformation from China delayed and affected US response efforts.29   

	{ In January 2020, Chinese authorities reportedly witnessed human-to-human transmission of the virus but 
diminished the extent of the virus and censured Dr. Li Wenliang for spreading concern of the new virus.30   
In mid-January, the WHO repeated Chinese claims that there was no clear evidence of human-to-human 
transmission of the virus.31   

	{ Writing in The Atlantic, Kathy Gilsinan stated that the WHO “was getting information from the same Chinese 
authorities who were misinforming their own public, and then offering it to the world with its own imprimatur.”32   

	{ Non-American sources are also critical.  For example, according to the former French Ambassador to 
China, and before then, Ambassador to the UN, Jean-Maurice Ripert, China took actions, such as arresting 
whistleblowers and providing incorrect information to the WHO, that contributed to the spreading of the 
coronavirus while delaying the WHO’s response to the crisis.

	� In Ambassador Ripert’s view, the main problem is the overall dysfunctional management of the WHO.  
He argues that a thorough reform of its management is necessary.33  

	■ US Response to the WHO and the Pandemic.  In the US, condemnation of China and criticism of the WHO was 
widespread, including from both Congress and the White House, and the US has since given notice that it will 
be withdrawing from the WHO.

	{ In Congress, Senate Republicans condemned WHO leadership and sought testimony from the WHO 
Director-General.34  Senate and House Republicans introduced various pieces of legislation seeking Chinese 
accountability for the spread COVID-19, as well as expressions of criticism for Chinese handling of the virus 
and communications with the WHO.35 

	{ On April 14, 2020, the Trump Administration suspended US contributions to the WHO pending an investigation 
into its “failed response to the COVID-19 outbreak.”36  The investigation confirmed numerous concerns.  
The Administration set forth its list of grievances in President Trump’s letter to the WHO’s Director-General 
dated May 18, 2020.37  The letter stated that, “if the World Health Organization does not commit to major 
substantive improvements within the next 30 days, I will make my temporary freeze of United States funding 
to the World Health Organization permanent and reconsider our membership in the organization.”38 

	{ The Administration did not wait for 30 days to elapse.  Instead, on May 29, 2020, President Trump said the 
US will be “terminating our relationship” with the WHO and redirecting the funds to other global health 
organizations.39  On July 6, 2020, it gave notice to the UN that it will withdraw from the WHO effective July 
6, 2021.40 

China, the WHO, and Pandemic Response
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“THE CONTROL OF PANDEMICS 
PRESENTS A CHALLENGE 
THAT CAN ONLY BE MET BY A 
MULTILATERAL ORGANIZATION 
… CHINA’S INFLUENCE WOULD 
BE GREATLY ENHANCED BY THE 
PLANNED US WITHDRAWAL.”
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KEY ISSUES
AT STAKE

The control of pandemics presents a challenge that can only be met by a multilateral organization.  The recent 
controversies relating to the COVID-19 pandemic have exacerbated tensions and increased the cross-pressures on 
multinational organizations.  China’s level of influence over the WHO has become a particular flashpoint.  There are 
serious questions regarding China’s misrepresentations and nondisclosures as the crisis emerged.  There are concerns 
that the WHO accepted China’s misinformation uncritically and gave it the organization’s imprimatur.  There is no 
doubt the misinformation delayed the responses of other countries.  All of this requires that the relationship between 
China and the WHO be reviewed, along with the policies, procedures, and mechanisms for the WHO’s activities, and 
its leadership.  China’s influence would only be greatly enhanced by the planned US withdrawal.

CONTROL OF PANDEMICS AND THE WHO

China is continually working to increase its influence in the developing world.  Through its BRI, it is spending hundreds 
of billions of dollars on global infrastructure development, including construction projects, telecommunications 
investments, and other influence-building initiatives.  These efforts are strengthened by its activities in the UN System.

THE FUTURE TRAJECTORY OF THE DEVELOPING WORLD

China has become an important force in UN activities involving the development of information and communication 
technologies and the Internet generally.  In addition to seeking to dominate the commerce of cyberspace, China 
seeks to condition the cyber environment to support its restrictive views on Internet freedom.  It seeks to promote 
norms and interpretations of international law that would protect its own cyber exploits.  It also promoted technical 
standards that support suppression of dissent.  For example, although the OECE on cybercrime ostensibly concerns 
the “use of information and communications technologies for criminal purposes,” many human rights groups fear the 
phrase “criminal purposes” is code for dissent.  China, Russia, and others will seek a treaty addressing subjects like 
monitoring dissidents, banning encrypted chat applications, and blocking other applications, websites, networks, 
and services that facilitate access to information governments wish to suppress.  

INFLUENCING THE DEVELOPMENT OF INFORMATION AND 
COMMUNICATION TECHNOLOGIES
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AUTHORS’
VIEWS

US leaders and policymakers sometimes question the value of the United Nations and other multilateral organizations 
and recommend reduced involvement.  This is shortsighted.  True, there are some objectives the UN will not be able 
to accomplish simply because they are undoable, or because the Member States will not allow them to be done.  
But many actions with meaningful political, economic, strategic, and social consequences take place through the 
UN.  If the US is not engaged and influencing these actions, other countries will be, notably China.  The US needs 
to be present and active to ensure its own core interests and broader values are protected and promoted.  When 
the US does choose to engage China in the UN System, it can change outcomes.  

	■ The US should seek to counter China’s attempts to exert influence and control over the norms, rules, and 
activities of the UN, in part, by deterring Chinese nationals from being appointed to leadership positions in key 
UN Departments, Subsidiary Bodies, and Specialized Agencies.  It is widely understood that China violates 
the principle set forth in Article 100 of the UN Charter.  Article 100 provides that members of the permanent 
staff (the staff of the “Secretariat”) are not to seek or receive instructions from any national government.41   
Chinese nationals do not observe this rule.42 

INVOLVEMENT IN THE UN SYSTEM IS CRITICALLY IMPORTANT  

China’s influence over the UN has been brought into sharp focus by the recent controversies relating to the 
COVID-19 pandemic.  China’s level of influence over the WHO has become a particular flashpoint.  However, US 
involvement and funding should continue.  There will always be an urgent need to address global pandemics, 
which by their essential nature, require a multilateral response.  There must be an organization like the WHO.  It 
just needs to be made more competent.

	■ In addition to re-visiting its decision to withdraw, the Administration should conduct a full review of the 
COVID-19 issues, the WHO, and its leadership, including an examination into the relationship between China 
and the WHO.  

	■ The Administration can then press for or demand changes, with the support of allies.  These could include 
the removal of the current Director-General.  This would be a constructive solution.  The alternative would 
be effective surrender to China,43 which would enlarge China’s influence and remove US influence in one of 
the most important Specialized Agencies in the UN System, resulting in the severe reduction of transparency 
in global public health issues.  

THE US SHOULD RESCIND ITS DECISION TO DISENGAGE FROM THE WHO



“CHINA IS VERY ACTIVE 
IN UNIDO AND UNIDO 
HAS SUPPORTED 
IMPORTANT CHINESE 
INITIATIVES, INCLUDING 
PROJECTS IN CHINA’S 
BELT AND ROAD 
INITIATIVE.”
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The world has changed since the US withdrew from UNIDO in 1996.  Significantly, the nature of “Industrial Development” 
has changed.  It no longer just includes factories, bridges, and roads.  It also prominently includes telecommunications 
networks and Internet architecture.  Further, China has energetically seized the new opportunities, using its BRI as 
an effective instrument of debt-trap diplomacy and other avenues of influence, enhanced by projects developed 
through UNIDO.  What was once a backwater Agency of limited value has now moved to the vital center of geopolitics. 

UNIDO’S CHANGING ROLE
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ACTIONABLE 
RECOMMENDATIONS 

	■ The US should pause its decision to withdraw from the WHO, and conduct a serious and orderly review of 
COVID-19 issues, the organization, and its failures.  The US should then press for changes, including in the 
top leadership, with the support of allies, and increase its engagement in the WHO.  This would include 
organizational and operational aspects.  

REMAIN IN THE WORLD HEALTH ORGANIZATION1

	■ The US should maintain active involvement in the Group of Governmental Experts, the Open-Ended Working 
Group, and Open-Ended Intergovernmental Committee of Experts.  It must monitor, modulate and, when 
necessary, oppose Chinese efforts to use these Subsidiary Bodies to weaken or reduce options in response 
to cyberattacks, or to transform technical, regulatory, or cybercrime measures into instruments for content 
control or suppression of dissent.

ENGAGE IN THE SUBSIDIARY BODIES ADDRESSING THE 
INTERNET AND CYBERSPACE 2

	■ The US should continue pressure to prevent the International Telecommunications Union from encroaching 
onto subjects concerning the Internet and Internet governance and architecture.  It should prevent the adoption 
of technical standards that would support authoritarian regimes.

RESTRAIN THE AMBITIONS OF THE INTERNATIONAL 
TELECOMMUNCATIONS UNION3
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“IT WILL BE CRITICAL TO 
ENLIST THE SUPPORT AND 
RESOURCES OF US ALLIES 
IN THESE EFFORTS.” 

	■ The US should review the current and potential activities of the United Nations Industrial Development 
Organization and consider re-engagement in it.

CONSIDER RE-ENGAGEMENT IN THE UNITED NATIONS 
INDUSTRIAL DEVELOPMENT ORGANIZATION 4

	■ The US should scrutinize all candidates for leadership of the key Departments, including those concerned with 
peacekeeping, and the Specialized Agencies, and grasp opportunities to correct the imbalance in leadership 
positions.

ACTVELY ENGAGE IN THE APPOINTMENT OF UN LEADERSHIP 
CANDIDATES5

	■ Whenever possible, the US should enlist the support and resources of US allies in these efforts.  On the matters 
addressed in this paper, the allies currently most likely to assist will be its technologically-advanced, liberal, 
large trading partners, such as the UK, France, Germany, Canada, Australia, and New Zealand.  Additional 
support could come from India, Japan, and South Korea.  

SEEK SUPPORT FROM ALLIES6
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