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Describes the global trend 
toward data localization—
policies that require data 
to be stored within national 
borders and often impede 
cross-border flows.
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Explains the digital divide 
between authoritarian regimes’ 
use of data localization as a key 
means of information and political 
control, and more nascent efforts 
at a democratic alternative.
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Argues that a U.S. data privacy and 
security framework is needed to 
counter the rising authoritarian model 
that is fostering a global splinternet 
and debilitating democratic values 
across the globe.

3

THIS REPORT:

Dr. Andrea Little Limbago is the Chief Social Scientist at Virtru, where she specializes in the intersection of technology, national security, 

and society.  She is also the Associate Director for the Emerging Technologies Program at the National Security Institute at George 

Mason, and has previously held leadership positions in the Department of Defense and taught in academia.



2COMBATING DIGITAL AUTHORITARIANISM: U.S. ALTERNATIVE NEEDED TO COUNTER DATA LOCALIZATION AND GOVERNMENT CONTROL

The United States currently pursues industry-specific 

or state-centric data laws and has yet to formulate a 

comprehensive framework to guide democracies in the 

pursuit of both data protection and innovation.  This paper 

explores current global trends in data regulation and 

localization that may fragment the Internet and reshape 

norms in critical areas, eroding trust in cyberspace.  The 

paper also offers observations about what the U.S. can 

champion on the world stage to remain relevant and 

resist Balkanization.

Global surveillance, censorship, and digital attacks remain 

defining features of the global security landscape.  To gain 

greater control of information within their borders, states 

are increasingly pursuing data regulation and localization 

laws that reflect their values and priorities.  Many 

authoritarian regimes are pursuing forced localization, 

requiring data to be stored within their borders and 

impeding cross-border flows.  

Conversely, the GDPR and subsequent democratic 

models allow the relative free flow of data while focusing 

on individual rights and control.

The current U.S. patchwork approach is ill-equipped 

to win the growing international competition to set 

standards for the use and control of data.  The United 

States should work with the private sector to formulate 

a comprehensive, federal framework for data privacy 

and security.  Absent a more holistic approach, foreign 

laws will continue to shape the global digital economy 

for the foreseeable future, stifling economic innovation 

or at worst undercutting democracy, civil liberties, and 

U.S. national security.

CORE COMPONENTS OF A U.S. DATA 
PRIVACY & SECURITY FRAMEWORK 
SHOULD INCLUDE:

•	 CONTROL: Individuals and 
organizations become empowered to 
customize data access and protections

•	 TRANSPARENCY: Clarity and broader 
comprehension across all aspects of 
data protection and sharing, including 
terms of service and third-party access

•	 ACCOUNTABILITY: Legal 
consequences for organizations that 
fail to take meaningful steps toward 
data protection or infringe on data 
protection

•	 INTEROPERABILITY: Common 
standards that promote both data 
protection and cross-border data flows 
regardless of industry

INTRODUCTION AND EXECUTIVE SUMMARYI

Global data laws are reshaping the internet with profound implications for U.S. national security and 

economic prosperity.  From the European Union’s General Data Protection Regulation (GDPR) effort to 

protect citizens’ data to Russian and Chinese laws mandating access to encryption keys, source code, 

or other sensitive data, foreign data laws are shaping global privacy, security, and innovation. 
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Over two decades ago, Alphabet CEO Eric 

Schmidt noted, “The Internet is the first thing 

that humanity has built that humanity doesn’t 

understand, the largest experiment in anarchy 

that we have ever had.”  

This ongoing experiment in anarchy is at an inflection 

point, as governments attempt to instill various controls 

over the internet within their borders.  In some cases, 

governments pursue individual security and privacy, 

but increasingly governments across the globe 

enact domestic data protection policies wherein the 

government is the main arbiter and moderator of data.  

While it is a common refrain that policy, law, and ethics 

lag behind technology, this is not necessarily the case 

for authoritarian regimes.1 

While democracies have generally grasped onto 

utopian visions of the Internet as a key promoter 

of democracy, information diffusion, and economic 

development, authoritarian states have quickly 

embraced digital changes and innovations to further 

entrench regime durability, including information control 

and manipulation.  They often promote new models of 

Internet governance that focus on cyber sovereignty, 

or governmental control of digital data and the Internet 

within sovereign borders.  

Data localization policies and laws are a key mechanism 

for achieving cyber sovereignty—requiring data or 

domains to physically operate or be accessible to 

governments within national borders.  This greatly 

impacts cross-border data flows and international 

business while giving authoritarian regimes unique 

access to personally identifiable and commercial data—

expanding the capacity for political and social control.2

BACKGROUND ON THE DATA DIVIDEII

For decades, authoritarian and quasi-democratic 

regimes have pursued strategies exploiting 

Internet expansion for information control.  

Domestic strategies in turn become the testbed 

for international digital activity, and also may be 

replicated by other states.  

China’s Great Firewall has sparked similar aspirations in 

Iran’s Halal Network and in Russia as well—instigating 

discussions of a global “splinternet” as opposed to a 

globally integrated system.  Global powers are in a battle 

over the role of government in the global digital future, 

and it sometimes appears the authoritarian regimes are 

winning by achieving “first mover” advantage.

Data localization is a core component of strategies 

based on information control.  By requiring domestic 

data storage and unrestricted and data access, 

governments can maintain greater control over 

individuals and information within their borders.  It 

also facilitates the ability to limit what data exists within 

a country and block social forums that don’t allow the 

access demanded.  Increasingly, many of the new data 

localization components (e.g., new laws in Vietnam3 and 

Thailand4) fall under broader cybersecurity legislation 

DATA LOCALIZATION KEY TO THE AUTHORITARIANS’ GLOBAL DIGITAL STRATEGY III
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that also involves elements of censorship, especially 

with regard to controlling anti-government rhetoric.

For instance, in 2005 Kazakhstan required all .kz top-

level domain names to operate on servers within its 

borders.5  In Iran, extensive online censorship coupled 

with requirements for local data storage from apps 

such as WhatsApp and Telegram are key components 

of their information control.  Importantly, these tactics 

have expanded into weak democracies such as Turkey 

where the Law on the Protection of Personal Data 

limits the transfer of personal data out of Turkey, while 

requiring some data stored in country as well.  In fact, 

a similar law a decade earlier targeting Internet-based 

payment services led PayPal to withdraw. 

As the core proponents of an information control 

strategy are relying on data localization, it’s important 

to comprehend the Chinese and Russian strategies, 

because they are quickly inspiring others across the 

globe.

China has adopted an aggressive and 

acquisitive approach to digital life, 

controlling access to information and 

accumulating vast amounts of data on 

its citizens and those of other countries. 

 In short, China’s approach to information control 

is multi-pronged, including astroturfing as a form 

of censorship, data access requirements, and 

‘security checks’ on data flows across borders.

CHINA’S GREAT FIREWALL
The “Great Firewall”—a term first dubbed in 1997—

is the most prominent example of a country’s 

attempt to control information and data flows 

within its borders.6  The Great Firewall aims to 

censor and control information within China’s 

borders through a combination of legislative 

policies as well as technical solutions, such as 

URL filtering that denies access to certain sites 

and blocking Virtual Private Networks (VPN).  Over 

the years, China has extended this approach, not 

only blocking what information goes into and out 

of China, but also what is discussed within the 

borders. 

THE CYBERSECURITY LAW  
The Cybersecurity Law of the People’s Republic 

of China came into force in June 2017, and 

extends data localization into “critical information 

infrastructure”, requiring access to foreign 

companies’ data, as well as local storage of 

data.7  For over a decade, China has demanded 

foreign corporations turn over data, but this new 

law tightens the requirements and blacklists 

corporations who fail to comply.8  Apple, for 

example, now stores Chinese user data in southern 

Guizhou province, including cryptographic keys 

to unlock the accounts.9  These policies also sync 

with China’s push toward indigenous innovation 

and Made in China 2025, including the government 

control of foreign intellectual property and access 

to personally identifiable information.10 

CHINA
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50 CENT PROPAGANDA
China additionally pursues information control 

and strategic objectives through astroturfing.  

Domestically, China’s 50 Cent Army helps promote 

pro-government rhetoric, flooding online forums 

to drown out negative comments.  Yet China also 

seeks to portray itself as a defender of openness, 

security, and cooperation, as depicted in China’s 

International Strategy for Cyberspace from 2017.11   

Upon the release of the strategy, a government 

news agency noted that China will help train 

developing countries and establish global norms 

as reflected in the strategy.12   

COMMERCE BY THEFT
The U.S.-Sino pact against cyber-enabled theft 

for commercial purposes fits into this general 

pattern.13  According to a recent United States Trade 

Representative report, China has failed to comply 

despite rhetoric to the contrary.14  These efforts 

are consistent and reinforce the influence sought 

through China’s United Front department, which 

seeks to extend Chinese influence globally both 

through information interference and infiltration 

into foreign political and economic systems.15  

SOCIAL CONTROL
Finally, as part of China’s comprehensive information 

strategy, China’s social credit system consumes 

vast amounts of commercial and personal data to 

track and rate the reputations of individuals and 

businesses, ultimately cutting off underperformers 

from banking, travel, employment and other 

aspects of society.16  

Russia sees the collection and control 

of data and surveillance as critical 

government tools, and has a variety of 

legal regimes that affect policy and the 

private sector. 

Russia’s 2016 information security doctrine 

outlines its far-reaching approach, including an 

integration of both the technical and the social and 

psychological components of digital information 

control17—often first deploying these information 

security tactics domestically before taking them 

abroad.18   

FROM LOCALIZATION 
TO CYBER SOVEREIGNTY  
Russia has quickly progressed from localization 

policies to seeing advantage in a more robust 

model of cyber sovereignty.  Russia’s 2015 Personal 

Data Law mandates that any data on Russian 

citizens must be located on servers in Russia.19   

Russia’s 2016 law extended these restrictions, 

requiring users’ communications to be stored for 

six months, while mandating that Internet service 

providers and telecommunications companies 

deny service to users who refuse to confirm their 

RUSSIA
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identity per law enforcement requests.  Russia also 

requires foreign companies to provide source code 

for security products as a cost of doing business 

there.20  Most recently, Russia announced a plan 

to disconnect from the global internet21 and create 

a Russian Internet space (Runet).22 

TARGETING ANONYMITY
Two pieces of legislation in 201723 further the focus 

on data control, eliminating anonymity online and 

restricting tools to evade censorship, including 

VPNs and anonymizers.24  Recently, Russia has 

pressured Facebook to detail how it is adhering 

to these laws,25 and is stepping up pressure on 

foreign corporations for compliance, while LinkedIn 

was banned for non-compliance.26 

THE PROPAGANDA OF CONTROL
State-run media plays a key role in the information 

security strategy, including the push for greater 

cyber sovereignty and government-controlled 

data localization.  Under the auspices of the 

benevolence of virtual borders, the Russian 

government ostensibly serves as the moderator 

and protector of personal data against illegal 

access.  Following the debacle surrounding the 

Telegram ban following its refusal to provide 

encryption keys,27 one station argued that the 

end of globalization is here, and “all countries 

will build virtual borders … it’s inevitable, and it’s 

very good for all of us.”28  

Importantly, data localization compliance failures 

are handled by Roskomnadzor, the state censor 

and communications watchdog, demonstrating 

the breadth of Russia’s active measures approach 

to information control through integrating data 

localization, disinformation, and censorship under 

a single umbrella.29 

For the most part, democracies have not moved 

at the same pace as authoritarian regimes in 

adapting their legislation to match modern 

technological realities.  

Until recently, the democratic West has seen Internet 

expansion serving as an enabler for expanded liberty 

and economic opportunity.  However, this singular 

focus on cyber utopia has come at the detriment of 

understanding and constraining the potential misuse 

of the Internet as a tool for authoritarian regimes and 

criminals.  

But this is slowly changing, as the impact of the European 

Union’s General Data Protection Regulation (GDPR), 

which came into effect in May 2018, reaches beyond 

its borders to establish a democratic, if hotly debated, 

baseline for individual data security and privacy.

DEMOCRATIC ALTERNATIVES PROMOTE INDIVIDUAL RIGHTS  
WITHIN A GLOBAL INTERNETIV
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The General Data Protection Regulation 

(GDPR) is the most prominent policy that 

reflects a democratic alternative to the 

cyber sovereignty model—emphasizing 

individual privacy and civil liberties over 

government access and control.  While it 

takes a more prescriptive approach than 

the United States, it nonetheless reflects 

democratic norms that are absent from 

the authoritarian models.

INDIVIDUAL DATA PROTECTIONS
At its core, the GDPR maintains a strong emphasis 

on individual data protections, which includes 

personally identifiable information (PII), but extends 

to content about an individual.  Key data protection 

features within the GDPR include the right to erasure 

(aka the right to be forgotten), and the right for 

an individual to access their data and to rectify 

incorrect data.30  It is a far-reaching framework that 

impacts everything from marketing31 to artificial 

intelligence32 to breach notification.33  

PROMOTING DEMOCRATIC NORMS
The GDPR reflects the political and economic union 

of 28 democratic members, reinforcing some of the 

values and norms of individual freedoms, privacy 

and humans rights that are foundational to the 

EU.34 In this way, its data regulation framework 

intersects with and adheres very closely to its 

native political institutions—prioritizing the data 

protection principles and individual rights they 

believe reinforce democratic institutions.

REGULATORY GLOBALIZATION 
VS. DATA LOCALIZATION
 Importantly, the GDPR introduces data standards 

that pertain to data of European Union citizens 

regardless of where the data is held.35  Even if a 

corporation is not headquartered in the EU, but 

they have data on EU citizens, they must comply 

with the GDPR.  Rather than requiring data be 

maintained and controlled locally then, the EU 

opted for regulation and supervision over the use 

of data no matter where it moves.

The EU’s push toward individual data protection and 

privacy is not surprising in the wake of the increasing 

magnitude and scope of recent data breaches.  In 

turn, with the additional emphasis on corporate 

responses to data breaches, the GDPR advances 

specific desired norms for security and privacy 

within a regulatory framework.  While it certainly 

will continue to evolve over time, and has its critics 

as a regulatory model, the GDPR sets a precedent 

for democratic policy innovation to prioritize data 

protection and privacy as a fundamental right.

THE EUROPEAN UNION
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The United States has historically taken a 

light-tough regulatory approach, focusing 

attention on industries with greater 

perceived risks, and too often maintaining 

a reactionary stance in managing the 

digital policy innovations from abroad.  

And absent a comprehensive national 

policy framework, various U.S. states are 

implementing their own data protection 

legislation.36 

A SECTOR-SPECIFIC APPROACH
Unlike Russia, China, and the E.U., the United States 

has largely taken a sector-specific approach to 

privacy and security, with a general consumer 

protection backstop in the Federal Trade 

Commission.  While this may have reflected a 

reasonable risk-based approach to protecting 

data, widespread data breaches and unintended 

or non-disclosure of third-party data access 

has led to increasing demand for an integrated, 

comprehensive policy toward data protections, 

security, and privacy.  Thus far however, Congress’ 

consideration of broad privacy and data security 

proposals has produced little tangible results.  

As one example, the Data Security and Breach 

Notification Act37 was introduced a few years ago 

to consolidate and synchronize disparate state 

notification laws, but it has yet to advance.  Multiple 

bills were circulated in the 115th Congress.

SELF-POLICING
Many industries, such as healthcare and finance, 

have established sector-specific approaches to data 

protection and privacy, and even within those sectors 

there are distinct protocols that provide additional 

complexity to the patchwork of regulations.38  The 

tech giants offer various degrees of data protection, 

while maintaining flexibility to innovate by using 

and sharing data, and making accommodations for 

certain legal obligations, such as at times sharing 

with domestic and foreign governments.  Public 

opinion has shifted dramatically over the last year 

on the use of data, with many favoring stricter 

regulation of the tech giants.39  

A GROWING PATCHWORK
Absent a federal government approach to general 

security and privacy, a patchwork of proposals has 

emerged among state and local jurisdictions.40  The 

city of Los Angeles required Google41 to store data 

within the U.S. as a contractual condition, while the 

California Consumer Privacy Act of 2018 is the first 

major, cross-cutting legislation focused on user 

privacy and protections.42   New York, Tennessee, 

Missouri and Ohio are among the states that have 

proposed various degrees of data localization and 

data flow restriction laws.43  In Spring 2018, South 

Dakota44 and Alabama45  became the final two states 

to enact data breach notification laws,46 each with 

different notification requirements. Emblematic of 

the patchwork, each state adopts slightly different 

definitions of sensitive data.  Finally, Georgia’s 

WHAT ABOUT THE U.S.? 
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governor recently vetoed cybersecurity legislation 

that not only would have hindered defensive security 

testing, but also would have enabled corporations 

to retaliate against cyber-attacks by compromising 

external networks (i.e., hacking back), risking 

both negative national security externalities and 

potentially infringements on privacy as well.47  

COMBATTING DATA LOCALIZATION
Internationally, U.S. policy has been more cohesive.  

In global forums and trade negotiations, the U.S. has 

championed an open internet and sought to rally 

opposition to data localization and other measures 

of information control.  The U.S-negotiated Trans-

Pacific Partnership and U.S.-Mexico-Canada 

Agreement incorporated novel provisions that 

reflected these principles of free data flows across 

borders and discouraging requirements to store or 

process data locally.  

The perceived absence of global U.S. leadership 

on data protection has created a vacuum, which 

is quickly being filled by other countries that 

do not necessarily share the same values of 

internet freedom and privacy.  Neither the U.S. 

government nor the private sector benefit when 

other countries dictate global standards and 

data regulations, especially given that they may 

not promote democratic values or may hinder 

corporate innovation.  

To remain engaged globally and try to protect its seat 

at the regulatory policy table, the United States must 

acknowledge the data localization occurring across the 

globe and formulate counter strategies that preserve both 

security and data privacy.  The U.S. must lead by example 

and progress general data standards in line with preserving 

democratic values and adherence to appropriate data 

security and privacy principles, while maintaining an 

environment that continues to foster innovation.  Privacy 

and innovation need not be mutually exclusive.  

A uniform federal approach to privacy and security is 

long overdue, and if enacted could serve to not only 

promote security and privacy interests in the private and 

public sectors, but also to provide global leadership and 

a democratic model to counter the rising authoritarian 

model that is fostering a global splinternet and debilitating 

democratic values across the globe. 

UNIFORM U.S. APPROACH NEEDEDV

“Neither the U.S. 
government nor 

the private sector 
benefit when 

other countries 
dictate global 

standards and data 
regulations.”
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There are four key tenets that should guide U.S. 

data protection and privacy laws: transparency, 

control, accountability, and interoperability.  

Each of these must be able to be reasonably 

adopted without being overly burdensome 

on smaller businesses.  Otherwise, a new 

framework would risk unintentionally promoting 

monopolistic industries controlled by incumbent 

corporations and hinder the competition that 

drives innovation.

INDIVIDUAL CONTROL AND SECURITY
Individuals, rather than the state, should be the focus for 

providing greater control of data, with data sharing and 

data collection that are based on individuals opting into 

agreements with private sector parties.  They should have 

access to the data, understand how it is used, and easily 

customize access policies.  A variant of the Consumer 

Privacy Bill of Rights should be revisited, especially 

for informed consent, to help move toward common 

definitions for consumer consent.48  Consumer control 

must be flexible as the digital economy evolves, and at 

a minimum should address social media, e-commerce, 

apps, and web searches.  Individual control of data 

also conceives of rejecting the authoritarian model of 

unfettered government access to data and source code.  

TRANSPARENCY
Robust transparency is critical to realizing individual 

control of data and an effective democratic alternative.  

Transparency must be addressed in all aspects of data 

protections, from the terms and conditions of service 

to breach notification and third-party access.  Clarity is 

also essential to ensuring the benefits of transparency 

are realized.

ACCOUNTABILITY
To move security beyond a ‘nice to have’, there must 

be accountability, such as when data is compromised 

or when a vulnerability is discovered.  A holistic and 

enforceable data protection and privacy framework would 

send a strong signal to the international community that 

the United States values individual privacy and is serious 

about data protection.  This could be a significant source 

of soft power offering contrast to authoritarian models 

that are intent on rejecting individual data privacy in 

favor of government access and control.

INTERNATIONAL INTEROPERABILITY
Foundational, common standards are essential for 

ensuring innovation and cross-border data flows are 

facilitated, not hindered, by new data protection laws.  For 

instance, there are now distinct data breach notification 

laws in each state plus Washington, DC, Guam, Puerto Rico 

and Virgin Islands.49  This patchwork system also applies 

across sectors, and should be harmonized based along 

some common standards that can then be customized 

as needed.  Private sector innovation can be fed into 

international standards work to promote harmonization.  

Cross-border data flows are essential to a global digital 

economy, but require baseline common standards to limit 

the growth of protectionist localization laws.

A U.S. FRAMEWORK FOR DATAVI

“Individuals, rather 
than the state, should 

be the focus for 
providing greater 

control of data.”
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With rampant cyber-attacks and surveillance, 

trust in the Internet is fragile.  The movement 

in some regions toward data localization is 

further eroding this trust as the authoritarian 

model continues to spread. 

Although the United States has been involved in shaping 

international standards and norms for cybersecurity, 

including for the internet of things50 and the United 

Nations Group of Governmental Experts focused on 

implementing cyber norms, the same has not been 

as true in data protection and privacy law.51  Absent 

U.S. leadership, authoritarian data localization and 

information control strategies will likely continue to 

facilitate government control of data over the principles 

of individual security and privacy that are the bedrock 

of democracies and technological innovation.

The United States should prioritize a national data privacy 

law and, once enacted, leverage it globally through 

cooperative forums.  Data privacy is not only an economic 

and civil liberties issue, it is a national security issue.  If the 

United States fails to make progress in these laws, other 

countries will continue to drive the standards and norms 

globally, and negatively impact U.S. national security 

and economic prosperity.

CONCLUSIONVII

“Absent U.S. 
leadership, 

authoritarian data 
localization and 

information control 
strategies will likely 

continue.”
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