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THIS NSI BACKGROUNDER
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	� Deepfakes Defined.  A deepfake is synthetic media (text, images, audio, or video) that is either manipulated or wholly generated by 
artificial intelligence (AI).1   Put simply, it is a very convincing media forgery created by computers.  

	{ The term, “deepfake,” is a blend of the words “deep learning” (a branch of AI) and “fake.”  Deepfakes are also sometimes called 
“machine-manipulated media,” “synthetic media,” “digital content forgeries,” and so forth.

	{ In a recent example, MIT researchers, to show how easy it is to make a deepfake, created in 2020 a video in which President 
Richard Nixon announced that the Apollo 11 moon landing had failed.  In truth, the researchers used deepfake technology to edit 
a video from a different Nixon speech to make his voice and facial movements appear he was giving a fabricated address.2 

	� Deepfake Technology. Deepfake technology uses computer systems called “generative adversarial networks” (GANs), wherein one 
algorithm (the generator) creates content modeled on source data, such as existing video or audio of an individual, while a second 
algorithm (the discriminator) tries to spot the artificial content.3 

	{ The competition between the two networks produces a better-and-better fake until the discriminator can no longer identify the 
forgery.

	� Growth of Deepfakes.  The technology used to make deepfakes is getting better and more accessible, and, as a result, the number 
of deepfakes available online is steadily increasing.  As of July 2020, there were about 50,000 deepfakes on the Internet.  The 
number doubles every six months.4  
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	� Political Disinformation.  We are accustomed to believing that when a public official appears on camera to deliver an urgent message, 
the message and messenger are authentic.  But a deepfake could create confusion or undermine official government conduct in the 
context of a political campaign, a public health emergency, a prosecution, or similar circumstances. 

	{ Imagine the political impact of a realistic looking fake video that circulates on the eve of an election of a candidate using a racial 
epithet.  Likewise, imagine a believable forged video of a state official announcing that polling places had been closed.  Voters 
could be discouraged from casting ballots, throwing doubt on the entire process.  
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	� National Security.  There are major national security implications of deepfakes.  They could be used in a variety of ways to undermine 
governmental leadership, disrupt effective military communication, or even spark conflict. 

	{ Consider the potentially deadly repercussions of a fake video of the American president announcing a missile strike on North 
Korea that goes viral before it can be explained.  

	� “Liar’s Dividend.”  Deepfakes can bestow a “Liar’s Dividend”—one can successfully deny the authenticity of genuine content by 
claiming the content is a deepfake.5   

	{ This happened in 2018 in Gabon when opponents of the president claimed that a video of him was fake and he was incapacitated 
or dead.  The conspiracy spread and, within a week, the military launched a coup.6   

	� Personal Privacy.  Deepfakes pose a particular threat of intimate harassment.  According to a 2019 study, over 95% of all deepfake 
videos are of nonconsensual pornography7 —a nonconsenting person’s face placed on the body of a pornographic performer.  Most 
of those videos are today of famous female actors, but the technology menaces everyone’s privacy, including governmental leaders 
and their loved ones.8   

	� Economic Security.  Disinformation and deepfakes endanger economic security and the private sector,9  including through stock-price 
manipulation, credential theft, and fraud.10  Well-timed deepfakes could also cause systemic harm to the economy by, for example, 
undermining confidence in the central bank, sparking a market sell-off, or crippling a U.S. business to favor a foreign national champion. 

	{ For example, in March 2019, an insurer reported that one of its clients lost roughly $250,000 after a company official wired money 
to a telephone caller impersonating the parent company’s CEO with AI-based software.11  

	{ More than 70 countries already have state-sponsored disinformation units.12   These outfits could relatively easily use manipulated 
media to target the economic lifeblood of adversaries or protect national champions.  For example, imagine the Chinese state 
promoting a convincing synthetic video of the violent crash of an American autonomous vehicle to undermine confidence in a 
U.S. competitor for the benefit of a Chinese automotive company.13   

	� Technological Fixes.  There are basically two technological ways to counter deepfakes.  One is to detect the phony media after it is 
created.  For example, Microsoft launched a new tool in September 2020 to spot deepfakes by giving a confidence score to analyzed 
pictures and videos about whether they were manufacted artificially.14   

	{ The second way is to verify photographs at the “point of capture” in such a manner that they cannot be altered or modified after 
the fact.15  That technology is also proceeding apace: in October 2020, Qualcomm and a startup called Truepic announced that it 
would embed a photo and video verification tool leveraging image-provenance technology within smartphone chips that will be 
available in some Android devices in 2021.16 

	� Legislative Action.  Legislators in Congress and the states have moved quickly to address the dangers of manipulated media by 
outlawing certain uses of deepfakes and studying their implications for national and economic security.  

	{ Five states (California, Maryland, New York, Texas, and Virginia) have adopted laws barring certain deepfakes that target candidates 
for public office or deepfake pornography.  About ten other states are considering similar legislation.

	{ Congress passed the first national law on deepfakes in 2019.  It requires intelligence agencies to report on the foreign weaponization 
of deepfakes and to notify Congress of deepfake activities targeting elections.17  Congress is considering about 10 other bills on 
deepfakes that mostly require reports and research.  

	� Other Actions.  There are non-legislative mechanisms that can address deepfakes.  For example, in January 2020 the U.S. House 
of Representatives Committee on Ethics cautioned Representatives and their staffs against posting deepfakes because they could 
be in violation of the House’s Code of Official Conduct.18   Similarly, ethical guidelines, professional rules, and social norms may be 
developed to address deepfakes.19  
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KEY ITEMS TO WATCH

	� Whether deepfakes will continue to proliferate exponentially and whether the technology to create 
them will continue to improve and become universally accessible. 

EXPONENTIAL 
INCREASE

LEGISLATIVE 
EFFORTS

	� Whether the President signs the National Defense Authorization Act for FY 2021, which would require 
the Departments of Defense and Homeland Security to study the threats posed by deepfakes to the 
military and national and economic security; whether Congress will amend federal election law to 
prohibit deepfakes in elections; and whether more states will bar deepfake pornography or election-
related deepfakes and whether successful claims will be brought under those laws.

TECHNOLOGICAL 
FIXES

	� Whether efforts to improve and distribute technologies to detect deepfakes or to verify images at the 
point of capture will be widely adopted and able to catch and stay ahead of deepfake technology. 
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