
NOVEMBER 2020

NSI LAW AND POLICY PAPER

By James Danoy

STOPPING 
THE SPREAD:
PANDEMICS, 
WARNING, 
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Summarizes the Intelligence Community's (IC) focus on the national security threat 
posed by the spread of infectious diseases.

Argues that the IC, with its unique collection and analytic capabilities, can contribute 
value-added assistance to the public health community’s world-wide threat 
monitoring and containment efforts. 

Proposes actionable recommendations to enhance the U.S.' ability to detect and 
warn of global pathogenic outbreaks in order to implement effective mitigation 
measures.
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“...CDC’S GLOBAL DETECTION 
EFFORT IS HIGHLY DEPENDENT ON 
HOST COUNTRY COOPERATION 
AND A TRUSTED RELATIONSHIP…A 
KEY VULNERABILITY THE IC MAY 
BE IN A POSITION TO MITIGATE…”

 ■ The IC’s Long-Standing Warning.  The Intelligence Community (IC) has consistently warned of the national 
security risk posed by a global pandemic caused by a highly transmissible and lethal pathogen, beginning 
as early as two decades ago. 

 { In response to a Presidential Decision Directive on the threat of infectious diseases (PDD/NSTC-7) issued 
by President Clinton in June 1996, the IC’s National Intelligence Council (NIC) produced an unclassified 
National Intelligence Estimate (NIE) in January 2000 entitled, “The Global Infectious Disease Threat and 
Its Implications for the United States.”1

 { In “Mapping the Global Future: Report of the National Intelligence Council’s 2020 Project,” released in 
December 2004, the IC noted that “some experts believe it is only a matter of time before a new pandemic 
appears, such as the 1918-1919 influenza virus that killed an estimated 20 million worldwide.”  The study 
went on to state that “if the death toll rose into the millions in several major countries it would put a halt 
to global travel and trade during an extended period.”2 

 { Former Director of National Intelligence (DNI) Dan Coats in his last annual World Wide Threat Assessment 
testimony to Congress in January 2019, conveyed the IC’s assessment that “…the U.S. and the world will 
remain vulnerable to the next flu pandemic or large-scale outbreak of a contagious disease that could 
lead to massive rates of deaths and disability, severely affect the world economy, strain international 
resources, and increase calls on the United States for support.”3  

PANDEMICS AS A NATIONAL SECURITY ISSUE

Background 
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 ■ The CDC’s Role in Threat Monitoring.  The U.S. and other countries have developed data-driven alert networks 
to detect and warn of public health threats.4  The Centers for Disease Control and Prevention (CDC) under the 
U.S. Department of Health and Human Services (HHS), conducts syndromic surveillance—gathering data on 
emergency room patient symptoms before a diagnosis in confirmed, to detect infectious disease outbreaks 
and other health maladies, monitor their spread, and determine a response.5  Within the U.S., this surveillance 
is conducted in cooperation with federal, state, and local health authorities, as well as academic and private-
sector partners under a framework called the National Syndromic Surveillance Program (NSSP).6 

 { Global health events are the focus of the CDC’s Global Disease Detection Operations Center (GDDOC),  which 
conducts what it terms “event-based” surveillance.  This involves examining reports, scanning the internet, 
and compiling anecdotal stories of health events for indications of activity which could signal an outbreak.7 

 { The efficacy of the CDC’s global detection effort is highly dependent on host country cooperation and a 
trusted relationship in order to secure access to areas of high risk for pathogenic outbreaks and to acquire 
accurate data in the event of a suspected outbreak.8  This dependency is a key vulnerability that the IC may 
be in a position to mitigate through focused collection and analysis.

INFECTIOUS DISEASE THREAT MONITORING

 ■ Whether the U.S. will develop and implement innovative measures to enhance detection and warning of future 
pathogenic outbreaks to enable effective mitigation efforts following the COVID-19 pandemic.

DETECTING PATHOGENIC OUTBREAKS

 ■ Whether the U.S. Intelligence Community, through employment of its unique collection and analysis capabilities, 
can make a value-added contribution to combatting the infectious disease threat. 

DEFINING THE IC’S ROLE

 ■ Whether the CDC (charged with surveilling, monitoring, and mitigating infectious diseases worldwide such as 
COVID-19), and the IC (charged with collecting and analyzing foreign intelligence), should increase cooperation 
and collaboration to warn of and mitigate pathogenic outbreaks.  

THE IC AND THE PUBLIC HEALTH COMMUNITY

Key Issues at Stake
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 { The IC should be commended for its long-time focus on global health as a security issue.  In particular, 
the National Intelligence Council has been in the forefront in highlighting the threat infectious diseases 
pose to political, social, and economic stability.  This work has been enriched through consultation with 
epidemiologists and health experts inside and outside the U.S. government.  

 { The opportunity exists to build on the work that has been done to-date by deepening existing relationships 
the IC has with the public health sector and by forging new partnerships as part of a whole-of-society 
approach to combatting the spread of infectious diseases.

GLOBAL HEALTH IS A VALID IC FOCUS

 { A critical component to combatting a global health crisis will be the IC’s relationship with the CDC.  HHS, 
under which the CDC resides, is not a member of the IC; however, HHS’s Office of National Security (ONS) 
conducts intelligence functions and is headed by an Assistant Deputy Secretary who also serves as the 
HHS Secretary’s senior intelligence officer.9   

 { Over the years, HHS’s interaction with the IC has increased and one of the lessons drawn from the 2014 
Ebola crisis was the benefit which could be derived from cooperation between HHS and the IC.  During 
the 2018-2019 Ebola outbreak, HHS Secretary Azar and then-DNI Coats reportedly met in March 2019 to 
discuss ways in which the IC could support HHS in addressing infectious disease outbreaks.  At the time, 
Coats stated that “the IC strives to provide the best intelligence possible to inform US-led containment 
and relief efforts.”10  

 { Given the importance of global health to national security, a key question is whether now is the time for 
the HHS ONS, which is charged with intelligence matters related to public health, to include infectious 
diseases and pandemic threats, to become a formal member of the IC.

HHS WOULD BE A VALUE-ADD IC MEMBER  

Author's Views
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“THE OPPORTUNITY EXISTS 
TO DEEPEN IC-PUBLIC HEALTH 
SECTOR RELATIONSHIPS 
AS PART OF A WHOLE-OF-
SOCIETY APPROACH TO 
COMBATTING INFECTIOUS 
DISEASES.”  
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ACTIONABLE 
RECOMMENDATIONS 

 ■ The COVID-19 pandemic should prompt a review of the National Intelligence Priorities Framework (NIPF), 
the IC mechanism which oversees customer priorities for national intelligence support, to include those of 
the President— with an aim at increasing the importance of collecting infectious disease-related information.

 ■ IC databases regarding the locations of hospitals, medical laboratories, and other pathogenic-related facilities, 
particularly in countries prone to pathogenic outbreaks, should be updated.

 ■ The IC should work with the other so-called “Five-Eyes” partners— Australia, Canada, New Zealand, and the 
United Kingdom— as well as other key allies, such as Japan, South Korea, and the Europeans, to increase the 
collection and analysis priority of medical intelligence within each respective intelligence service.

 ■ The IC’s approach should include an integrated multi-disciplinary collection plan which addresses key 
stakeholder requirements.

ENHANCE IC INTELLIGENCE COLLECTION TO IMPROVE EARLY 
DETECTION AND WARNING OF PATHOGENIC OUTBREAKS1

 ■ The CDC should include the IC as part of its Global Disease Detection effort. The IC’s National Center for 
Medical Intelligence (NCMI), a component of the Pentagon’s Defense Intelligence Agency, could play a key 
role in this lash-up along with the HHS ONS. This collaboration is a fundamental reason HHS ONS should be 
made a part of the IC. 

 ■ The IC can play a vital role in “filling in the gaps” for the scientific and health community by acquiring infectious 
disease-related information in denied areas and supplementing and verifying information provided by foreign 
officials regarding the status of suspected pathogenic outbreaks. 

 ■ Signals intelligence (SIGINT) could intercept communications among foreign officials in an affected country 
indicating a yet-to-be disclosed incident.  Geo-spatial intelligence (GEOINT) could detect evidence of population 
movements or quarantining in an affected area, and Human intelligence (HUMINT), through leveraging sources 
and conducting debriefings, could provide insights into the existence and spread of an outbreak.  

INCREASE INFORMATION SHARING BETWEEN THE IC AND THE CDC AS 
PART OF THE GLOBAL INFECTIOUS DISEASE DETECTION EFFORT2
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 ■ The Defense Intelligence Agency’s National Center for Medical Intelligence (NCMI), as the lead element for the 
IC, should develop a dedicated IC global health threat warning problem set in collaboration with the CDC.  The 
objective would be to identify potential global infectious disease threats to U.S. interests as they emerge and 
to raise the profile and the visibility of global health threat information “above the noise level” for federal, state, 
local, tribal, and territorial authorities in order to warn them of an impending crisis.  

 ■ Global health threat information should be communicated to decision-makers on a recurring basis, with changes 
in alert status flagged.  Establishing specific and commonly understood warning thresholds is key to any warning 
regime.  Warnings should be tied to prescribed actions to ensure their utility.  This requires a partnership between 
the warning element and the decision-maker.

IMPROVE WARNING MECHANISMS TO AID IN PANDEMIC 
PREPAREDNESS AND RESPONSE 3

“THE IC SHOULD WORK 
WITH THE OTHER SO-
CALLED ‘FIVE EYES’ 
PARTNERS TO INCREASE 
THE COLLECTION 
AND ANALYSIS 
PRIORITY OF MEDICAL 
INTELLIGENCE WITHIN 
EACH RESPECTIVE 
INTELLIGENCE SERVICE. ”

 ■ Information-sharing on global public health developments will assist in tipping collection assets, detecting 
events of concern, and implementing mitigation measures.  Proper dissemination mechanisms and disclosure 
policies, if currently inadequate, would need to be developed and implemented.

 ■ Applied analytic resources such as structured analytic techniques and network analysis tools currently in use by 
IC analysts can be employed.  Additionally, the IC could work on the development of specific artificial intelligence 
systems to assist in areas such as detection, modeling, and predictive analysis of pathogenic incidents.
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“ARCTIC THAW 
MAKES FOR FLUID 

GEOPOLITICAL 
ENVIRONMENT.”
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“…THE IC SHOULD 
DEVELOP A 

DEDICATED IC 
GLOBAL HEALTH 

THREAT WARNING 
PROBLEM SET IN 

COLLABORATION 
WITH THE CDC.”
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