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B GPS DEPENDENCIES, VULNERABILITIES & ALTERNATIVES

B GPS’ Critical Role. The U.S. Global Positioning System (GPS) is a network currently made up of 31 medium earth orbit (MEO)
satellites and multiple ground stations operated by the Department of Defense (DoD) that provides Positioning, Navigation, &

Timing (PNT) services as a free, global utility.!

o GPSis critical to U.S. and international safety, security, and prosperity and is used by billions of worldwide users in aviation,
maritime, finance, electricity, mining, transport, telecommunications, and other sectors.?

o GPS is also critical to U.S. and allied precision weapons systems, navigation, communications, and a wide array of other
military functions.

o If GPS were disrupted for an extended period, it would have a debilitating effect on national security, economic security, and
public health and safety.> Moreover, new threats to GPS are continually emerging.
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B GPS Vulnerabilities. GPS utilizes a weak signal that is subject to outage and denial,* including from environmental degradation;

unintentional interference such as adjacent band spectrum interference; or intentional interference, such as hostile jamming,
spoofing, or kinetic attack.®

o Inparticular,jamming and spoofing equipment can be inexpensive and tactics involving this equipment are widely available—
enabling adversarial exploitation of GPS signals through denial or manipulation of PNT data, and putting military operators
and civil and commercial National Critical Infrastructure at risk.®

o Notably, Russia has spoofed GPS to conceal leadership operations’ movements in Russia, and disguise military operations
in Syria and Crimea.”

B PNT Alternatives. Alternative sources of PNT include terrestrial beaconing systems, time-over-fiber, cellular and wireless signals,
local terrestrial systems, and proliferated low earth orbit (LEO) satellite systems.®

o These various alternatives have different strengths and limitations, and represent a range of technological maturity. Nonetheless,
the Department of Homeland Security (DHS) has observed that several industry systems in commercial use may meet timing
requirements for U.S. critical infrastructure.®

o However, these systems have not been widely adopted, so the goal of establishing true PNT resiliency lies ahead.

] u.s.POLICY DIRECTION

Beginning in 2004 with National Security Policy Directive (NSPD) -39 and accelerating in recent years, a series of Presidential
Policy Directives, legislative actions, and Executive Orders have attempted to reduce GPS vulnerabilities and offer back-up PNT

alternatives across the government and critical infrastructure sectors.

B GPS Resiliency. Beginning with NSPD-39, DoD’s main focus has been on enhancing GPS resiliency itself rather than deploying
altPNT capability.

o The Air Force has invested over $2.0 billion in R&D to develop an “M-code” signal to enhance GPS’s power, security, and
jam-resistant features. It plans on investing another $500 million to integrate M-code on additional platforms.'®

B GPS Back-Ups.

o NSPD-39 directed the Department of Transportation (DoT) to establish and operate a GPS back-up for critical infrastructure.
The FY 2017 and 2018 NDAAs (Sections 1618 and 1606 respectively) pushed DoD, DoT, and DHS to assess their PNT needs,
identify GPS alternatives, and ultimately to demonstrate effective back-up and complementary PNT capabilities for critical
infrastructure and national security activities. These directives were all agnostic concerning the particular technology
solution pursued.

o The National Timing Resilience and Security Act of 2018 (NTRSA) provides different direction. It specifies thirteen technical
requirements for a GPS back-up, which essentially define the E-Loran system. E-Loran is a potential modernized network
of the legacy LORAN infrastructure—a radio-based “long range navigation” system deployed in World War Il— that would
transmit a powerful, low frequency, high-precision timing signal highly resistant to jamming."" NTRSA directs DoT to
establish this system.

B Market Solutions. Executive Order 13905 (2020) promotes a technology-neutral, chiefly market-driven approach to resilient
PNT, in which agencies or critical infrastructure sectors determine their technical requirements for GPS alternatives or back-ups
and rely on a competitive marketplace to meet them.
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B NAVIGATING TO GPS ALTERNATIVES

Three basic models have been advanced in different parts of the federal government to provide for increased PNT resiliency.

B Direct Funding. DoD is not exclusively focused on GPS enhancements, as the Army is currently funding alternative PNT technologies

at about $40 million a year, and about twice that on applying the technologies.'?

o Most recently, the Senate’s FY 2021 defense authorization bill (Section 1601) directs DoD to increase attention to alternative
PNT.®® This includes developing alternative PNT capability and deploying it on DoD’s highest priority platforms and weapons.

o Additionally, the recently created Space Development Agency is exploring a proliferated low-Earth orbit (LEO) satellite
constellation for alternative PNT.* Geostationary (GEO) orbits are also in consideration.’

B Public-Private Partnership for a single GPS backup solution. In NTRSA, Congress authorized the Secretary of Transportation
to pursue a public-private partnership (P3) to develop a resilient, land-based government back-up to GPS for timing. The Act,

however, is subject to appropriations, which have not been provided.

o The P3 would allow a private entity to build E-Loran for the government, operate it,'® and share revenue with the government

for the first ten years.

o NTRSA stipulates that the private entity would assume all financial risk. However, CBO’s scoring of this approach does not
agree that the P3 would be devoid of risk, and considers it to be the equivalent of a federal acquisition, effectively requiring

up front government funding.”

B Diverse commercial systems for diverse resiliency needs. E.O. 13905 and a subsequent DHS report envision a diversity of
commercial alternative PNT services tailored to specific needs of various National Critical Infrastructure (NCI) sectors.

o DHS has stated that PNT needs for various critical infrastructure functions are so diverse that no single PNT system, including
GPS, can fulfill all user requirements and applications. Backups must be application-specific and developed in coordination

with sector owners and operators.'®

o Accordingly, under E.O. 13905, each NCI sector will determine its unique requirements and rely on the commercial PNT
market to meetthem. The E.O. envisions no government funding to help infrastructure owners and operators pay for the new

services; however, it directs use of federal contracting policy to incentivize adoption.'

» KEY ITEMS TO WATCH

PNT AND B Whether DoD’s substantial efforts to reduce GPS vulnerabilities and deliver GPS alternatives will be successful.
NATIONAL
SECURITY B Whetherand how DoD will orientits resilience efforts more in the direction of alternative PNT for national security.

B Whether there are synergies between resilient PNT solutions for national security and critical infrastructure
applications, including those used in emergency services and first responder applications, which are operated
by both governments and the private sector.

PNT B Whether E.O. 13905’s market-based approach will be sufficient to induce critical infrastructure operators to

POLICY procure resilient PNT services, or whether additional regulatory or funding inducements will be necessary.

B How the Executive Branch and Congress will resolve the contrasting approaches to strengthening PNT resiliency.

B Whether, in the future, the Government will perceive a need to provide primary funding to develop, produce,
operate, and maintain new PNT systems.
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